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Abstract—This article focuses on the problem of resilient H∞
filtering for Takagi–Sugeno fuzzy-model-based nonlinear net-
worked systems with multisensors. A weighted fusion approach is
adopted before information from multisensors is transmitted over
the network. A novel event-triggered mechanism is proposed,
which allows us not only to reduce the data-releasing rate but
also to prevent abnormal data being potentially transmitted over
the network due to sensor measurement or other practical fac-
tors. The problem of denial-of-service (DoS) attacks, which often
occurs in a communication network, is also considered, where the
DoS attack model is based on an assumption that the periodic
attack includes active periods and sleeping periods. By employ-
ing the idea of the switching model for filtering error systems
to deal with DoS attacks, sufficient conditions are derived to
guarantee that the filtering error system is exponentially stable.
Simulation results are given to demonstrate the effectiveness of
the theoretical analysis and design method.

Index Terms—Denial-of-service (DoS) attacks, event-triggered
mechanism (ETM), fuzzy filter design, multisensor fusion.

I. INTRODUCTION

THE TAKAGI–SUGENO (T–S) fuzzy model with a series
of IF-THEN fuzzy rules is commonly regarded as an ideal

representation for modeling some types of nonlinear systems.
To date, T–S fuzzy-model-based filter design has achieved
many meaningful results [1]–[5]. For large-scale nonlinear
systems, it is necessary to transfer information via a network,
especially for systems with spatially distributed multisensors
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and some distributed systems [6]. Nonlinear systems with net-
worked communication exist in a variety of environments,
such as wireless sensor execution networks and underwater
or underground control devices. Wen et al. [7] investigated
the filtering problem for distributed systems by using quan-
tized information that is transmitted over the sensor network.
A filter design for distributed networked systems with sensor
gain reduction and energy constraints was developed in [8].
The topology of a sensor network is known to play a crucial
role in the nonlinear filter design from the perspective of secu-
rity and precision [9]; however, this has not been fully studied
yet, which is one of the motivations of this article.

High-frequency data transmission over a network not
only requires more network communication and computation
resources but also consumes more energy, which is fatal for
resource-constrained networked systems, such as battery-based
networked sensor systems. With the time-triggered mechanism
(TTM), the worst-case scenarios need to be considered when
choosing a fixed-releasing period, which may lead to great
conservatism to control design [10]–[12]. For a system with
the event-triggered mechanism (ETM), many sampling packets
are not permitted to be released into the network. The mea-
surement packet is released into the network only when the
event-triggering condition (ETC) is violated, instead of being
released at a fixed time with the TTM (see [13]–[17] and the
references therein). Therefore, the ETM is a desirable alter-
native for reducing the network burden. A key issue in the
ETM design is seeking reasonable conditions that can effec-
tively reduce the data-releasing rate while retaining the control
performance within a certain level. For example, in [13], a
self-triggered condition that relies on continuous measurement
was established; however, it is hard to implement for physical
instruments, especially when the Zeno phenomenon occurs.
To avoid the Zeno behavior, Heemels et al. [14] proposed
an event-triggered scheme that combines the ideas of both
periodic sampling and event-based releasing for discrete-time
linear systems. Yue et al. [15] and Zhang et al. [18] took
the network-induced delay into account in designing discrete
ETMs for continuous-time networked control systems (NCSs),
which is a natural problem in modeling NCSs. Note that the
ETM threshold has a strong impact on the data-releasing rate.
The fixed threshold, which has been commonly studied in the
existing literature on the ETM, such as in [15]–[17], has some
limitations for accommodating varying conditions. In fact, the
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desired ETM can result in not only a low data-releasing rate
but also in excellent control performance. For example, the
controller/the filter requires more data to achieve higher qual-
ity control in the case of NCSs with strong interference for a
certain period of time. With this motivation, a time-varying
function with respect to the state was used to replace the
fixed threshold in [19]. Gu et al. [20] and Zhang et al. [21]
designed an adaptive threshold that can dynamically adjust
with the external disturbance for continuous-time and discrete-
time fuzzy systems, respectively. In [22], a dynamic ETM was
developed to obtain better resource efficiency. However, few
studies focus on this issue, which is another main motivation
of our current investigation.

Besides the issue of limited network bandwidth, another
issue of NCSs that needs to be seriously considered is cyber-
attacks. Tampering and intercepting the data that need to be
transmitted over the network are the most common types,
through which the attackers can destabilize or even destroy a
target system [23]. For these reasons, a security controller/filter
based on network communication has attracted increasing
research interest. In [24], the deception attack was assumed
to satisfy a quasi-Lipschitz condition that depends on the
state of the system. Ding et al. [25] investigated the problem
of observer-based control design for multiagent systems with
error data injection into the control input. The denial-of-service
(DoS) attack is another typical type of cyber-attack [26], [27].
The main purpose of this type of attack is to jam the chan-
nels of communication networks. The filter/controller in this
situation cannot access the required data, thereby deteriorating
the performance. In [28], a DoS attack model was established
for a continuous-time linear NCS under the assumption that
the attack period is known. So far, few works of literature
have focused on the problem of multisensor-based nonlinear
filtering systems subject to DoS attacks.

Motivated by the above discussions, in this article, we are
interested in investigating the event-triggered fuzzy filter for
nonlinear systems with multisensors against DoS attacks. The
main contributions of this article are summarized as follows.

1) A new model of distributed ETMs is established, in
which some abrupt data that are unnecessary to the
system are prevented from being released into the
network. In addition, when the system is subject to exter-
nal interference, the filter can acquire more data than in
other periods to achieve better performance.

2) A weighted fusion method is used for multisensors to
enhance the reliability of filtering systems before the
decision of ETMs.

3) DoS attacks are considered for the secure filter design of
T–S fuzzy-model-based networked systems. In modeling
the DoS attack, the period of the DoS attack includes an
active period and a sleeping period, where the sleeping
period is assumed to be variable, while the entire period
of the DoS attack is fixed.

The remainder of this article is organized as follows. The
model description of fuzzy systems with multisensors and
the model of considered problems are provided in Section II.
In Section III, a secure filter is designed to ensure that the
T–S fuzzy model-based error filtering systems subject to DoS

Fig. 1. Framework of nonlinear networked filtering systems.

attacks is exponentially stable. In Section IV, an example is
given to demonstrate the advantages of the proposed approach.
Finally, we conclude this article in Section V.

Notation: The notations presented in this study are stan-
dard. Individually, diagN{A} denotes diag{A, . . . ,A

︸ ︷︷ ︸

N

}, diagp
N{A}

denotes diag{0, . . . , 0
︸ ︷︷ ︸

p−1

,A, 0, . . . , 0
︸ ︷︷ ︸

N−p

}, and diagN
p=1{Ap} denotes

diag{A1, . . . ,AN}. Similarly, colN{x} and colpN{x} denote
[ xT , . . . , xT
︸ ︷︷ ︸

N

]T and [ 0, . . . , 0
︸ ︷︷ ︸

p−1

, xT , 0, . . . , 0
︸ ︷︷ ︸

N−p

]T , respectively;

col{x1, x2, . . . , xN} is denoted by colNp=1{xp}; Sym{X} repre-
sents X + XT , and {y}i represents the ith element of the
vector y.

II. PROBLEM STATEMENT

As shown in Fig. 1, data fusion is performed before the
output signal of the nonlinear system is released into the
network. To alleviate the burden of the network bandwidth,
the ETM is introduced. The main task of this research is to
design a network-based secure fuzzy filter and an ETM in
response to DoS attacks. For description convenience, we first
introduce the following symbols to describe the relationship
among the multisensors: the set of sensor nodes is denoted by
V (� {1, 2, . . . ,N}); and E belonging to V ×V represents the
edge set of paired sensor nodes; and Np indicates the set of
the pth sensor node that connects to the other sensor nodes
(i.e., Np � {q|(p, q) ∈ E}). W (� [wpq] ∈ R

N×N) means
the weighted adjacency matrix, where p, q denotes different
sensor nodes.

Fig. 1 shows the framework of the filtering for networked
nonlinear systems with multisensors. The nonlinear system
that needs to be estimated can be represented by the following
T–S fuzzy model.

Plant Rule i: If r1(t) is �i1, . . . , and rg(t) is �ig, then
⎧

⎨

⎩

ẋ(t) = Aix(t)+ Biω(t)
z(t) = Eix(t)
yp(t) = Cpix(t)

(1)
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where �i1, �i2, . . . , �ig are the fuzzy sets, i ∈ I �
{1, 2, . . . ,w}; r1(t), r2(t), . . . , rg(t) are the premise variables;
x(t) ∈ R

n is the state vector, yp(t) ∈ R
m1 and z(t) ∈ R

m2 are
the output measured by the pth (p ∈ V) sensor and the out-
put to be estimated, respectively; and ω(t) ∈ R

m3 denotes the
external disturbance that belongs to l2[0,∞). Ai, Bi, Cpi, and
Ei are known constant matrices with appropriate dimensions.

To enhance the reliability, the precision, and the filter cost,
a weighted fusion approach for multisensors is applied here.
The input of the pth filter in this study is not only from the pth
sensor but also from the others among multisensors, which is
given by

ỹp(t) =
∑

q∈Np

wpqyq(t). (2)

Remark 1: By introducing the weighted fusion approach
here, the filter precision can be improved, since the filter input
fuses the information from multiple channels. Moreover, this
structure with multisensors is more reliable for data transmis-
sion. Supposing that the ith sensor fails to provide the plant
output, we can use the data coming from other sensor nodes
to partially represent the ith information. In addition, one can
use several low-cost sensors to replace expensive precision
instruments, and then use a reasonable algorithm to gain the
expected results.

Similar to [29] and [30], we can obtain the following concise
dynamics to represent the system (1):

⎧

⎨

⎩

ẋ(t) = ∑w
i=1 σi(r(t))[Aix(t)+ Biω(t)]

z(t) = ∑w
i=1 σi(r(t))Eix(t)

ỹp(t) = ∑w
i=1
∑

q∈Np
σi(r(t))wpqCqix(t)

(3)

where σi(r(t)) = (ςi(r(t))/
∑w

i=1 ςi(r(t))) ≥ 0, ςi(r(t)) =
�

g
s=1�is(rs(t)) with r(t) = [r1(t), r2(t), . . . , rg(t)]T for i ∈

I , �is(rs(t)) is the grade of the membership function �is.
Obviously,

∑w
i=1 σi(r(t)) = 1.

Since the premise variable r(t) in (3) is asynchronous to
the one after being transmitted over the network, we denote
it as r̂(t). Considering the problem of asynchronization, we
construct the jth fuzzy filter shown in Fig. 1 as follows.

Plant Rule j: If r̂1(t) is �j1,. . . , r̂g(t) is �jg, then
{

ẋfp(t) = Afpjxfp(t)+ Bfpjyfp(t)
zfp(t) = Cfpjxfp(t)

(4)

where xfp(t) ∈ R
n and zfp(t) ∈ R

p are the state vector and
the output vector of the pth filter, respectively, and Afpj, Bfpj,
and Cfpj are the parameters of the pth filter that need to be
designed. The DoS attack is considered when the information
is transmitted through the network. Therefore, yfp(t) in (4) is
the real input of the pth filter, which differs from ỹp(t) in (3).

The compact presentation of the fuzzy filter (4) is then
followed by:

{

ẋfp(t) = ∑w
j=1 σj(r̂(t))[Afpjxfp(t)+ Bfpjyfp(t)]

zf (t) = 1
N

∑N
p=1

∑w
j=1 σj(r̂(t))Cfpjxfp(t).

(5)

Remark 2: In (5), the output zf (t) is the estimation of the
output z(t). Here, we design a centralized filter by taking

an average for p outputs of the filter as the final estima-
tion. Therefore, the viewpoint of this study differs from that
regarding the distributed filter investigated in [9].

For simplicity, σi(r(t)) and σj(r̂(t)) are abbreviated as σ r
i

and σ r̂
j next. Similar to [31], here, we assume that σ r̂

j −κjσ
r
j ≥

0 (0 < κj ≤ 1) in this study.
From Fig. 1, one can see that the following three factors

that will still affect the real input of the filter after the fusion
described in (2): 1) the distributed ETM; 2) the DoS attack;
and 3) the channel fading.

For the first case, we introduce distributed ETMs to cater for
the structure of multisensors. Whether the current data from
each sampler is “necessary” to the subfilter is determined by
its corresponding ETM. The ETM in most available literature,
such as in [32], has the following format:

ẽT
p (t)�pẽp(t) ≤ σ ỹT

p

(

tpk h
)

�pỹp(t
p
k h) (6)

where ẽp(t) � ỹp(t
p
kh+ lh)− ỹp(t

p
k h); h is the sampling period;

{tpkh}tpk=0,1,2,..., is the sequence of releasing instants; {tpk h +
lh}tpk=0,1,2,..., is the sequence of sampling instants with l =
1, 2, 3, . . . , l̄. �p > 0 are weighting matrices to be designed.

It has been proved that this type of ETM can reduce the
network burden immensely; however, there is still much room
for improvement regarding this issue, warranting a further
study.

From (6), one knows that abrupt data (sometimes com-
pletely incorrect data) are more likely to violate the condition
than those with normal variation. These data are mistakenly
regarded as necessary data and released into the network. To
avoid this erroneous event, we need to redefine the error ẽp(t)
in (6). Before performing this, we first construct an artificial
output as

ỹp
(

tpk h +	h
) = μ

[

ỹp
(

tpkh + lh
)− ỹp

(

tpk h
)]+ ỹp

(

tpkh
)

(7)

where μ is an adjustment factor that satisfies μ ∈ (0, 1], 0 <
	h < lh.

Obviously, using ỹp(t
p
k h +	h) to replace the current sam-

pling data ỹp(t
p
k h + lh) when calculating the error ẽp(t) will

mitigate this phenomenon. Then, the new error becomes

ep
k(t) = ỹp

(

tpk h
)− ỹp

(

tpkh +	h
)

. (8)

Remark 3: In (7), if one sets μ = 1, the error in (8) reduces
to the conventional ETM in (6). For the case where 0 < μ ≤ 1,
the result of {ỹp(t

p
kh +	h)}i will be a certain value between

{ỹp(t
p
kh)}i and {ỹp(t

p
k h+ lh)}i for i = 1, 2, . . . ,m. In particular,

if μ equals to 0.5, {ỹp(t
p
k h+	h)}i turns to be an average value

between the current sampling data and the latest released data.
Therefore, using the artificial output in (7) can mitigate the
occurrence of erroneous events.

Furthermore, the system is expected to have a higher data-
releasing rate during the period of the disturbance than other
periods, thereby improving control performance. However, the
traditional ETM cannot meet this requirement. To compensate
for this defect, a further improvement of the ETM is made
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Fig. 2. Example of the sequence of DoS attacks and ETM.

as follows:

epT

k (t)�pep
k(t) ≤ 
1ỹT

p

(

tpk h
)

�pỹp
(

tpk h
)

+ 
2

2

[

ỹT
p

(

tpkh
)

�pep
k(t)+ epT

k (t)�pỹp
(

tpk h
)
]

(9)

where 
1 > 0 and 
2 > 0 are given scalars.
The next releasing instant of the pth ETM can be

expressed by

tpk+1h = tpkh + (l̄ + 1)h (10)

where l̄ = max {l} s.t. (9).
Next, we consider the case of a DoS attack, which is one

of a typical cyber-attack. Networked filtering systems are vul-
nerable to cyber-attacks launched by malicious agents. The
consequence of this type of attack is that some released pack-
ets cannot reach the terminal of the communication network.
The signal is set to be zero during attack-active periods.

As is shown in Fig. 2, the nth DoS attack period Dn is com-
posed of the DoS sleeping period D1,n and the DoS active
period D2,n. Denote T1,n and T2,n as the start instants of
the nth DoS sleeping period and DoS active period, respec-
tively. Then, the nth sleeping period of the DoS attack is
Tn

s = T2,n − T1,n and the nth active period of the DoS attack
is Tn

a = T1,n+1 − T2,n. It follows that Dn = D1,n ∪ D2,n =
[T1,n,T1,n+1) and the DoS attack period is Tdos = Tn

s + Tn
a .

Suppose that Tdos is a fixed constant while the sleeping periods
Ts and Ta are varying. It is clear that Tn

s ≤ Tdos and Tn
a ≤ Tdos.

Then, the intervals of the DoS sleeping period and the active
period can be represented by D1,n = [T1,n,T1,n + Tn

s ) and
D2,n = [T1,n +Tn

s ,T1,n+1), respectively. To guarantee the reli-
ability of the control system, we make a reasonable assumption
that the packet at the end of each attack period (T1,n) should
be released into the network regardless of whether it satisfies
the ETC in (9), such as the packets at instant 5h, 10h, 15h, . . . ,
in Fig. 2, where the packet at instant 10h does not sat-
isfy the ETC (9), but it is necessary for improving the filter
performance.

For an explicit description, we denote the sequence that
satisfies ETC (9) in the DoS sleeping period D1,n as {tpk h}.
The packet in the attacking period D2,n cannot reach the filter

side even if it satisfies the ETC, such as the packets at instant
8h, 9h, . . . , in Fig. 2.

From the above discussion, it can be determined that the
sampling packet at instant tpv,nh in Dn can be successfully
acquired by the subfilter, which can be expressed as

{

tpv,nh
} = {T1,n} ∪ {tpkh

}

(11)

where v (= 0, 1, 2, . . . , v̄) denotes the vth packet that needs to
be transmitted in the DoS sleeping period D1,n. Consequently,
tpv,nh < T1,n + Tn

s = (n − 1)Tdos + Tn
s .

Considering the DoS attack and the ETM, the filter input
can be expressed as

ŷfp(t) =
{

ỹp(t
p
v,nh), t ∈ Kv,n ∩ D1,n

0, t ∈ D2,n
(12)

where Kv,n � [tpv,nh, tpv+1,nh).
Since the packet at instant T1,n should be transmitted, item

ep
k(t) in (9) needs to be modified to

ep
v,n(t) = ỹp

(

tpv,nh
)− ỹp

(

tpv,nh +	h
)

(13)

where ỹp(t
p
v,nh+	h) = μ[ỹp(t

p
v,nh+ lh)− ỹp(t

p
v,nh)]+ ỹp(t

p
v,nh)

with l = 1, 2, . . . , l̄, l̄ = min{tpv+1,n, tp0,n+1} − tpv,n − 1.
Define I v,n,l = [tpv,nh + lh, tpv,nh + (l + 1)h) for l =

0, 1, 2, . . . , l̄. Using a similar modeling method of sampling
control to that in [33], we define dp

v,n,l(t) = t − tpv,nh − lh.
Remark 4: From the above discussion, one can know that

tpv,nh + (l̄ + 1)h = min{tpv+1,nh, tp0,n+1h}. In addition, from
I v,n,l, one has dp

v,n,l(t) ∈ [0, h).
Based on the definition of dp

v,n,l(t), by combining (3)
and (7), the filter input can be rewritten as

yfp(t) =
w
∑

i=1

σ r
i

(

r
(

tpv,nh
))

λp

×
⎡

⎣

1

μ
ep

v,n(t)+
∑

q∈Np

wpqCqix
(

t − dp
v,n,l(t)

)

⎤

⎦(14)

where λp is a channel-fading coefficient that takes a value over
the interval [0, 1].

Remark 5: In (14), the problem of channel fading, the
third case mentioned above, is considered. Channel fading
in network communication, especially in a wireless network,
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is a common phenomenon (see [35]–[37]). In (14), if one
lets λp = 1, this means that the pth communication chan-
nel does not experience the signal loss, whereas λp tending to
be zero implies that the pth communication channel has seri-
ous communication problems that will result in poor filtering
performance.

From (12), one can determine that the filtering dynamic has
different inputs due to DoS attacks, which makes the filter-
ing system more complicated. To ensure a compact format,
we define x(t) = colN{x(t)}, xf (t) = colNp=1{xfp(t)}, ϕ(t) =
col{x(t), xf (t)}, ef (t) = z(t) − zf (t), ep

v,n(t) = colpN{ep
v,n(t)},

Ai = diagN{Ai}, Bi = colN{Bi}, Ci = diagN
p=1{Cpi}, Afmj =

diagN
p=1{Afmpj}, Bfpj = diagp

N{Bfpj}, Cfmj = diagN
p=1{Cfmpj},

Ĉi = {colNp=1{Cpi}, 0, . . . , 0
︸ ︷︷ ︸

N−1

}, and Ei = diagN{Ei}.

Then, the error filtering system for t ∈ I v,n,l can be remod-
eled as the following switched fuzzy system with m ∈ {1, 2}:
⎧

⎪
⎪
⎪
⎪
⎪
⎪
⎪
⎨

⎪
⎪
⎪
⎪
⎪
⎪
⎪
⎩

ϕ̇(t) = ∑w
i=1
∑w

j=1

N
∑

p=1
σ r

i σ
r̂
j

×
[

Ãmijϕ(t)+ B̃iω(t)

+ λp

(

D̃mpijx
(

t − dp
v,n,l(t)

)

+ C̃mpije
p
v,n(t)

)]

ef (t) = ∑w
i=1
∑w

j=1 σ
r
i σ

r̂
j Ẽmijϕ(t)

(15)

where

Ãmij =
[

Ai 0
0 Afmj

]

, B̃i =
[

Bi

0

]

, C̃1pj =
[

0
1
μ

Bfpj

]

D̃1pij =
[

0
Bfpj(W ⊗ I)Ĉi

]

, Ẽmij = 1

N

[

Ei −Cfmj
]

H = [

I 0
]

, C̃2pj = D̃2pij = 0.

In (15), for m = 1, it denotes the filtering error dynamic
during the DoS sleeping period (i.e., t ∈ D1,n). For m = 2, it
represents the filtering error dynamic for t ∈ D2,n; that is, the
DoS attack is in the active period.

The objective of this research is to design the secure filter
such that the switched filtering error system (15) under DoS
attacks is exponentially stable with the H∞ attenuation level
γ based on the distributed ETMs.

III. MAIN RESULTS

In Section II, networked nonlinear filtering systems con-
sidering DoS attacks and channel fading are modeled as a
switched system. In this section, we will derive sufficient
conditions in Theorem 1 to guarantee that the filtering error
system (15) is exponentially stable. The gains of the filter will
be given in Theorem 2.

Theorem 1: For prescribed positive scalars κi, β1, β2,

�0, �2, ρ, 
1, 
2, and γ , by using the ETM in (10), the filtering
error system (15) considering DoS attacks with the maximum
of the DoS duration time Tmax

a = ([β1T − ln
√
�0�2]/[(β1 +

β2)]) − h is exponentially stable, if there exist matrices
Pm > 0,�p > 0,Qm > 0,Lmp > 0,Ump > 0, and �i

with appropriate dimensions such that the following matrix

inequalities hold:

�̌mij < 0 (16)

κj�̌
mij + κi�̌

mji +�i +�j < 0, (i ≤ j) (17)

P3−m ≤ �mPm (18)

Qm ≤ �4−2mQ3−m (19)

Lmp ≤ �4−2mL(3−m)p (20)
[

Lmp ∗
UT

mp Lmp

]

≥ 0 (21)

with m = 1, 2; i, j ∈ I , p ∈ V , where

�̌mij =
[

�
mij
11 −�i ∗
�

mij
21 �m

22

]

�
1ij
11 =

⎡

⎢

⎢

⎢

⎢

⎢

⎣

�1
11ij ∗ ∗ ∗ ∗
�1

21 �1
22 ∗ ∗ ∗

B̃T
i P1 0 −γ 2I ∗ ∗
�1

41ij �1
42 0 �1

44i ∗
�1

51j 0 0 �1
54i �1

55

⎤

⎥

⎥

⎥

⎥

⎥

⎦

�m = e−2βm(2−m)h, �1 = �0e2(β1+β2)h

�
2ij
11 =

⎡

⎢

⎢

⎣

Ψ 2
11ij ∗ ∗ ∗
Ψ 2

21 Ψ 2
22 ∗ ∗

B̃T
i P2 0 −γ 2I ∗
Ψ 2

41ij Ψ 2
42 0 Ψ 2

44i

⎤

⎥

⎥

⎦

�m
11ij = Sym

{

PmÃmij + (−1)m+1βmPm

}

+ HTQmH

− �m

h
HT

N
∑

p=1

LmpH, �m
21 = �m

h

N
∑

p=1

UmpH

�m
22 = −�mQm − �m

h

N
∑

p=1

Lmp

�m
41ij = colN

{

L4
mp

}

, �m
44i = diagN

{

T 4
mp

}

L4
mp = (2 − m)λpD̃T

1pijPm + �m

h

(

LT
mp − UT

mp

)

H

T 4
mp = �m

h

(−2Lmp + Sym
{

Ump
})+ (2 − m)�p

1

�m
42 = colN

{

S4
mp

}

,S4
mp = �m

h
(Lmp − Ump)

�1
51j = colN

{

λpC̃T
1pjP1

}

, Ip = diagi
N{I}

�
p
1 = ε2

2ĈT
i (W ⊗ I)TIT

p �pIp(W ⊗ I)Ĉi

�1
54i = diagN

{

ε2

(

μ−1ε2+ε3

)

�pIp(W ⊗ I)Ĉi

}

�1
55 = diagN

{(
(

μ−1ε2 + ε3

)2 − ε1

)

�p

}

�
mij
21 =

[

�
ij
1m

T
�

ij
2m

T
]T
,�

ij
21 = [

Ẽmij 0 0 0 0
]

�
ij
22 = [

Ẽmij 0 0 0
]

,�m
22 = diag

{

−L−1
mp,−I

}

�
ij
11 = √

hH
[

Ãmij 0 B̃i D̃1pij C̃1pj
]

�
ij
12 = √

hH
[

Ãmij 0 B̃i 0
]

Ãmij = colN
{

Ãmij

}

, B̃i = colN
{

B̃i
}

D̃1pij = colN
{

λpD̃1pij
}

, C̃1pj = colN
{

λpC̃1pj

}
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ε1 = 4
1 + 
2
2, ε2 = 2
1, ε3 = 0.5ε2 +√

ε1 − 2ε2.

Proof: For description convenience, we define

ξ1(t) = [

ϕT(t), ϕT(t − h)HT , ωT(t), ψT
1 (t), ψ

T
2 (t)

]T

ξ2(t) = [

ϕT(t), ϕT(t − h)HT , ωT(t), ψT
1 (t)

]T

em(t, s) = e2(−1)mβm(t−s)

where ψ1(t) = colN{Hϕ(t − dp
v,n,l(t))} and ψ2(t) =

colN{Hẽp
v,n(t)}.

For the filtering error system (15) in the DoS sleeping
period with m = 1 and the DoS active period with m = 2,
we construct the following Lyapunov–Krasovskii functional
candidate:

V(t) = Vm(t) (22)

for t ∈ Dm,n with m ∈ {1, 2}, where

Vm(t) = ϕT(t)Pmϕ(t)+
∫ t

t−h
em(t, s)ϕT(s)HTQmHϕ(s)ds

+
∫ 0

−h

∫ t

t+v

N
∑

p=1

em(t, s)ϕ̇T(s)HTLmpHϕ̇(s)dsdv.

First, we consider the case of m = 1.
By taking the derivative of V1(t) along the filtering error

system (15), it follows that:

V̇1(t) ≤ −2β1V1(t)+ 2ϕT(t)P1ϕ̇(t)

+ ϕT(t)
[

2β1P1 + HTQ1H
]

ϕ(t)

+
N
∑

p=1

hϕ̇T(t)HTL1pHϕ̇(t)

− e−2β1hϕT(t − h)HTQ1Hϕ(t − h)

− e−2β1h
∫ t

t−h

N
∑

p=1

ϕ̇T(s)HTL1pHϕ̇(s)ds. (23)

By applying Jensen’s inequality lemma, we can obtain

− h
∫ t

t−h
ϕ̇T(s)HTL1pHϕ̇(s)ds ≤ ζ T(t)�ζ (t) (24)

where ζ(t) = col{ϕ(t), Hϕ(t − dp
v,n,l(t)), Hϕ(t − h)} and

� =
⎡

⎢

⎣

−HTL1pH ∗ ∗
(

LT
1p − UT

1p

)

H −2LT
1p + U1p + UT

1p ∗
UT

1pH LT
1p − UT

1p −L1p

⎤

⎥

⎦.

By defining ε1 = 4
1 + 
2
2, ε2 = 2
1, and ε3 = 0.5ε2 +√

ε1 − 2ε2,one can easily find that the ETC (9)is equivalent to

ε1ep
k,n

T
(t)�pep

v,n(t)

≤ [

ε2ỹ
(

tpv,nh
)+ ε3ep

v,n(t)
]T
�p
[

ε2ỹ
(

tpv,nh
)+ ε3ep

v,n(t)
]

.

(25)

By combining (23)–(25), it follows that:

V̇1(t)+ 2β1V1(t)− γ 2ωT(t)ω(t)+ eT
f (t)ef (t)

≤
w
∑

i=1

w
∑

j=1

σ r
i σ

r̂
j ξ

T
1 (t)�̃

1ijξ1(t) (26)

where �̃1ij = �
1ij
11 +�

1ij
21

T
�1

22
−1
�

1ij
21.

Due to
w
∑

i=1

w
∑

j=1

σ r
i

(

σ r
j − σ r̂

j

)

ξT
1 (t)�iξ1(t)

=
w
∑

i=1

σ r
i

⎛

⎝

w
∑

j=1

σ r
j −

w
∑

j=1

σ r̂
j

⎞

⎠ξT
1 (t)�iξ1(t) = 0 (27)

we know that
w
∑

i=1

w
∑

j=1

σ r
i σ

r̂
j ξ

T
1 (t)�̃

1ijξ1(t)

=
w
∑

i=1

w
∑

j=1

σ r
i σ

r̂
j ξ

T
1 (t)�̃

1ijξ1(t)

+
w
∑

i=1

w
∑

j=1

σ r
i

(

σ r
j − σ r̂

j

)

ξT
1 (t)�iξ1(t)

=
w
∑

i=1

w
∑

j=1

σ r
i σ

r̂
j ξ

T
1 (t)

(

�̃1ij −�i

)

ξ1(t)

+
w
∑

i=1

w
∑

j=1

σ r
i σ

r
j ξ

T
1 (t)�iξ1(t). (28)

By using the Schur complement, one knows that (16) is
equivalent to �̃1ij − �i < 0. Then, based on the assumption
that σ r̂

j ≥ κjσ
r
j , from (28), we have

w
∑

i=1

w
∑

j=1

σ r
i σ

r̂
j ξ

T
1 (t)�̃

1ijξ1(t)

≤
w
∑

i=1

w
∑

j=1

σ r
i σ

r
j ξ

T
1 (t)κj

(

�̃1ij −�i

)

ξ1(t)

+
w
∑

i=1

w
∑

j=1

σ r
i σ

r
j ξ

T
1 (t)�iξ1(t)

≤
w
∑

i=1

σ r
i σ

r
i ξ

T
1 (t)

[

κi

(

�̃1ii −�i

)

+�i

]

ξ1(t)

+
w
∑

i=1

∑

i<j

σ r
i σ

r
j ξ

T
1 (t)

[

κj

(

�̃1ij −�i

)

+ κi

(

�̃1ji −�j

)

+ �i +�j

]

ξ1(t). (29)

By utilizing the Schur complement to (17) together
with (26) and (29), one can conclude that

V̇1(t)+ 2β1V1(t)+ eT
f (t)ef (t)− γ 2ωT(t)ω(t) ≤ 0. (30)

Next, we consider the case of m = 2. Using a similar
method, we can also obtain

V̇2(t)− 2β2V2(t)+ eT
f (t)ef (t)− γ 2ωT(t)ω(t) ≤ 0. (31)

For ω(t) = 0, from (30) and (31), one has

Vm(t) ≤
{

e−2β1(t−T1,n)V1
(

T1,n
)

, t ∈ D1,n

e2β2(t−T2,n)V2
(

T2,n
)

, t ∈ D2,n.
(32)
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By combining the constraints of (18)–(22), one can obtain

Vm
(

Tm,n
) ≤ �3−mV3−m

(

T−
m,n

)

(33)

for m = 1, 2, respectively.
For m = 1, that is, t ∈ D1,n, from (32) and (33), one can

obtain

V(t) ≤ �2e−2β1(t−T1,n)V2

(

T−
1,n

)

≤ �2e2β2Tn−1
a −2β1(t−T1,n)V2

(

T2,n−1
)

≤ �0�2e2(β1+β2)h+2β2Tn−1
a −2β1(t−T1,n)V1

(

T−
2,n−1

)

.

Then, one has

V(t) ≤ e−υ(t)V(0) (34)

where υ(t) = 2[β1
∑n−1

i=0 Ti
s − β2

∑n−1
i=0 Ti

a − n(β1 + β2)h −
n ln

√
�0�2 + β1(t − T1,n)] and Tn

a and Tn
s are defined in

Section II.
Defining ῡ = β1Tmin

s − β2Tmax
a − (β1 + β2)h − ln

√
�0�2

leads to nῡ ≤ υ(t). Then, it can be concluded that

V(t) < e−2nῡV(0) (35)

which implies that t ≤ (n + 1)T − Ta.
Therefore, it is true that

− nῡ ≤ − ῡ
T

t + (T − Ta)ῡ

T
. (36)

Then, we have

V(t) ≤ V1(0)e
2ῡ(T−Ta)

T e− 2ῡ
T t. (37)

Furthermore, from (35), one can determine that the max-
imum of DoS duration in Theorem 1 should be held to
guarantee that the system has a certain decay rate.

For m = 2, that is, t ∈ D2,n, using a similar method, one
can obtain

V(t) ≤ 1

�2
V1(0)e

− 2ῡ
T t. (38)

Defining � = max{(1/�2), e([ῡ(T−Ta)]/T)} and combin-
ing (37) and (38) yield that

V(t) ≤ �V1(0)e
− 2ῡ

T t, t ≥ 0. (39)

By recalling (22), it follows that:

V(t) ≥ 1

a
‖x(t)‖2,V1(0) ≤ b‖ξ1(0)‖2

h (40)

where a = min−1{λmin(Pm)} and b = max{λmax(Pm) +
hλmax(Qm)+ (h2/2)λmax(Lm)}.

By combining (39) and (40), one obtains

‖x(t)‖ ≤ ϑe− ῡ
T t (41)

where ϑ = √
ab�‖ξ1(0)‖h. Then, we can conclude that

system (15) is exponentially stable with the decay rate (ῡ/T).
For ω(t) 
= 0, integrating (30) and (31) from T1,n to t, it

follows that:
n
∑

i=0

∫ t

T1,n

[

V̇m(t)− (−1)m2βmVm(t)+ eT
f (t)ef (t)

− γ 2ωT(t)ω(t)
]

dt ≤ 0. (42)

Since Vm(t) > 0, from (32), one can determine that
∑n

i=0

∫ t
T1,n

[eT
f (t)ef (t) − γ 2ωT(t)ω(t)]dt < 0 under V(0) = 0.

Let n → 0; then, we have
∫ ∞

0
‖ef (t)‖2dt ≤ γ 2

∫ ∞

0
‖ω(t)‖2dt. (43)

This ends the proof.
Sufficient conditions that ensure the exponential stability

of the system (15) subject to DoS attacks are derived in
Theorem 1. Based on Theorem 1, a method of designing the
filter and the ETM will be given in the following.

Theorem 2: For given prescribed scalars κi, β1, β2,

�0, �2, ρ, 
1, 
2, and γ , by using the ETM in (10), the filtering
error system (15) considering DoS attacks with the maximum
DoS duration time Tmax

a = ([β1T − ln
√
�0�2]/[(β1 +β2)])−h

into account is exponentially stable, if there exist matrices
Pm1 >0,Pm3 >0,�p >0,Qm >0,Ym >0,Vm >0,Lmp > 0,
Ump > 0 and Pm2,Wm, Âfmj, B̂fpj, Ĉfmj with appropriate dimen-
sions such that

�̄mij < 0 (44)

κi�̄
mij + κj�̄

mji + �̃i + �̃j < 0, (i ≤ j) (45)

Pm1 − Ym > 0 (46)
[

P(3−m)1 − �mPm1 ∗
Wm − �mYm Vm − �mYm

]

≤ 0 (47)

Qm ≤ �4−2mQ3−m (48)

Lmp ≤ �4−2mL(3−m)p (49)
[

Lmp ∗
UT

mp Lmp

]

≥ 0 (50)

with m = 1, 2; i, j ∈ I , p ∈ V , where

�̄mij =
[

�̂
mij
11 − �̃i ∗
�̂

mij
21 �̂m

22

]

�̂
1ij
11 =

⎡

⎢

⎢

⎢

⎢

⎢

⎢

⎢

⎢

⎣

�̂1
11i ∗ ∗ ∗ ∗ ∗
�̂1

ij �̂1
Yj ∗ ∗ ∗ ∗

�̂1
21 0 �1

22 ∗ ∗ ∗
B

T
i P11 B

T
i Y1 0 −γ 2I ∗ ∗

�̂1
41ij �̂1

Bij �1
42 0 �1

44i ∗
�̂1

51j �̂1
52j 0 0 �1

54i �1
55

⎤

⎥

⎥

⎥

⎥

⎥

⎥

⎥

⎥

⎦

�̂
2ij
11 =

⎡

⎢

⎢

⎢

⎢

⎢

⎣

�̂2
11i ∗ ∗ ∗ ∗
�̂2

ij �̂2
Yj ∗ ∗ ∗

�̂2
21 0 Ψ 2

22 ∗ ∗
B

T
i P21 B

T
i Y2 0 −γ 2I ∗

�̂2
41ij 0 Ψ 2

42 0 Ψ 2
44i

⎤

⎥

⎥

⎥

⎥

⎥

⎦

�̂m
11i = Qm + Sym

{

(−1)m+1βmPm1 + Pm1Ai

}

− �m

h

N
∑

p=1

Lmp

�̂m
ij = YmAi + ÂT

fmj + Sym
{

(−1)m+1βmYm

}

�̂m
21 = �m

h

N
∑

p=1

UT
mp, �̂

m
41ij = colN

{

L̂4
mp

}
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L̂4
mp = (2 − m)λp

{

B̂fpj(W ⊗ I)Ĉi

}T

+ �m

h

(

LT
mp − UT

mp

)

�̂1
51j = �̂1

52j = colN

{

λp

μ
B̂T

fpj

}

�̂m
Yj = Sym

{

(−1)m+1βmYm + Âfmj

}

�̂1
Bij = colN

{

λp

{

B̂fpj(W ⊗ I)Ĉi

}T
}

�̂
mij
21 =

[

�̂iT
1m �̂

ijT

2m

]T
, �̂m

22 = diag
{

−2kmI + k2
mLmp,−I

}

�̂i
11 = √

h
[

colN
{

Ai
}

0 0 colN
{

Bi
}

0 0
]

�̂i
12 = √

h
[

colN
{

Ai
}

0 0 colN
{

Bi
}

0
]

�̂
ij
21 = 1

N

[

Ei −Ĉfmj 0 0 0 0
]

�̂
ij
22 = 1

N

[

Ei −Ĉfmj 0 0 0
]

and other symbols are defined in Theorem 1. Moreover, the
filter parameters are designed as

⎧

⎨

⎩

Afmj = P−1
m2 ÂfmjP

−T
m2 Pm3

Bfpj = P−1
12 B̂fpj

Cfmj = ĈfmjPT
m2Pm3.

(51)

Proof: Define Pm =
[

Pm1 Pm2
∗ Pm3

]

> 0, and matrix Ym =
Pm2P−1

m3PT
m2. Using the Schur complement to Pm leads to (46).

From (18) with m = 2, it follows that:
[

P11 − �2P21 ∗
PT

12 − �2PT
22 P13 − �2P23

]

≤ 0. (52)

Define W2 = P22P−1
23 PT

12 and V2 = P22P−1
23 P13P−1

23 PT
22. By

premultiplying and postmultiplying (52) with P22P−1
23 and its

transpose, one can easily determine that (47) with m = 2 holds.
Similarly, we can deduce that (47) with m = 1 is equivalent
to P2 ≤ �1P1.

For Lmp > 0 and km > 0, we know that
(

Lmp − k−1
m I
)

L−1
mp

(

Lmp − k−1
m I
)

≥ 0. (53)

It follows that:

− L−1
mp ≤ −2kmI + k2

mLmp. (54)

Define �m =
[

I 0
0 Pm2P−1

m3

]

, and premultiply and post-

multiply (16) and (17) with diag{�m, I, I, I, I, I, I} and its
transpose. We can conclude that (44) and (45) hold with Âfmj =
Pm2AfmjP

−1
m3PT

m2, B̂fpj = P12Bfpj, and Ĉfmj = CfmjP
−1
m3PT

m2.
Similar to the method of [20], the filter parameters in (51)
can be obtained. This completes the proof.

Remark 6: Multisensors are utilized in this study to obtain
the precision, low cost, and reliability of the filter, which
inevitably leads to computational complexity. Therefore, this
method is suitable for using precise estimation without many
sensors, although the parameters of the filter are calculated
offline.

IV. SIMULATION EXAMPLE

To verify the effectiveness of the proposed method, we
consider the nonlinear fuzzy system (3) with the parameters
below [38] to investigate the estimation performance of the
system with multisensors against DoS attacks

A1 =
⎡

⎣

−3 1 0
0.3 −2.5 1

−0.1 0.3 −3.8

⎤

⎦,B1 =
⎡

⎣

1
0
1

⎤

⎦

A2 =
⎡

⎣

−2.5 0.5 −0.1
0.1 −3.5 0.3

−0.1 1 −2

⎤

⎦,B2 =
⎡

⎣

−0.6
0.5
0

⎤

⎦

E1 = [

0.8 0.3 0
]

,E2 = [−0.5 0.2 0.3
]

C1i = [

0.1 0 0.1
]

,C2i = [

0.2 0.1 0.2
]

C3i = [

0.5 0.7 0.2
]

,C4i = [

0.4 0.7 0.2
]

with i = 1, 2. The membership function of the fuzzy system
is defined as

σ1(t) = 1

1 + e−3x1(t)
, σ2(t) = 1 − σ1(t).

There are four sensor nodes with the weighted adjacency
matrix W1

W1 =

⎡

⎢

⎢

⎣

0.5 0.3 0.1 0.1
0.3 0.5 0.1 0.1
0.1 0.1 0.5 0.3
0.1 0.1 0.3 0.5

⎤

⎥

⎥

⎦

,W2 =

⎡

⎢

⎢

⎣

0 0.3 0.1 0
0 0.5 0 0.1
0 0 0 0
0 0.1 0 0.5

⎤

⎥

⎥

⎦

.

Set the initial state as x(0) = [−0.3 0.1 −0.3
]T . To

study the impact of the proposed ETM on the amount of
data releasing for the system with disturbance, we set the
disturbance as

ω(t) =
{

0, t < 4 s
0.6e−5(t−4)sin10(t − 4), t ≥ 4 s.

The chosen adjustment factor (7) is μ = 0.3. The sampling
period is h = 0.01 s. Choose κ1 = 0.9, κ2 = 0.75, �0 = �2 =
1.01, 
1 = 0.006, 
2 = 0.01, β1 = 0.2, and β2 = 0.06. By
applying Theorem 2 with the H∞ performance level γ = 2,
one can obtain the filter parameters and the weight matrix of
the ETM by the LMI toolbox, which are omitted here due to
space limitation.

Figs. 3 and 4 show the simulation results using the proposed
ETM and the structure of the filter in Fig. 1 with the obtained
parameters. In Fig. 3, the dashed-dotted red line denotes the
estimated filter output and the blue line represents the esti-
mated system output. From Figs. 3 and 4, one can conclude
that the filter can effectively estimate the system output under
DoS attacks (the DoS active periods are the yellow area shown
in Fig. 5) and channel fading with λp = 0.9 by using the
proposed ETM and the resilient filter design method. Fig. 5
shows the effective releasing instants and their intervals with
this method. l̄ represents the number of sampling packets
being discarded. The network bandwidth burden is signifi-
cantly relieved due to the substantial reduction of the number
of releasing packets, which further demonstrates the results in
Table I.

Table I shows that with the proposed method the average
releasing rate (ARR) during 4–5 s is much more than the one
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Fig. 3. Responses of z(t) and estimation zf (t).

Fig. 4. Filtering error.

Fig. 5. Effective releasing instants and their responding l̄ with the
proposed ETM.

during other periods. This implies that the proposed ETM is
sensitive to the disturbance. Much more data are sent to the
filter when the system has external disturbance, which results
in a better estimation performance.

If one sets μ = 1 and 
2 = 0, the ETM in (9) reduces
to the traditional one, for which one can depict the effec-
tive releasing instants in Fig. 6. It is clear that the proposed

TABLE I
ARR OF THE iTH ETM(i = 1, 2, 3, 4)

Fig. 6. Effective release instants and their responding l̄ with the traditional
ETM.

Fig. 7. Responses of z(t) and estimation zf (t) with W2.

method can save much more communication resources than
the traditional one under the same triggering threshold 
1 by
comparing Figs. 5 and 6.

As stated in Remark 1, the structure of multisensors can
enhance the reliability of filtering systems. Next, we assume
that the weighted adjacency matrix changes to W2, from which
one can see that the communication of nodes 1 and 3 has
failed. As shown in Fig. 7, one can also obtain an expected
result by using the weighted fusion method.

V. CONCLUSION

In this article, the problem of networked fuzzy H∞ filter
design has been studied for nonlinear systems against DoS
attacks. Preliminary data fusion was considered for multisen-
sors before releasing packets into the network. To address the
problem of reducing the network burden, a new ETM was
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proposed, through which the ARR could be greatly decreased,
while the amount of data releasing when the system had
external disturbance was much higher than in similar time
intervals. A switched filtering error model considering both
the ETM and DoS attacks was established. Based on the
switched model, sufficient conditions were derived to obtain
resilient filtering results by applying the piecewise Lyapunov–
Krasovskii method. Finally, a numerical example was utilized
to demonstrate the effectiveness of the proposed method.
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